














The key benefit of the system is in its ability

not only to enhance security but also decrease TCO.

Reduction in expenses on the
security assessment

Compliance module enables to conduct all the tests
and estimate the system compliance to ISACA
assessment procedures, performed by the
companies of the Big Four. This will help to save the
time for assessment, providing an auditor with the
scan report on tests completed containing all the
data for the final report.

Reduction in training expenses

Built-in knowledgebase with detailed information
and recommendations for vulnerability patching,
together with scanner-integrated news feed
providing the latest treats and security methods will
enable you to reduce expenses on staff training.

Protection against remote

hacker attacks

Analysis of misconfigurations, publicly known
vulnerabilities, and 0-day vulnerabilities will provide
timely protection against hacker attacks.

Protection against insider attacks
Analysis of critical privileges used to access business
critical data and administration interfaces will help
to find out potential breaches in the role model and
prevent insider attacks.



Key Functional Benefits

.

Secure operation in SAP

Scan is performed under a user account having the
minimum privileges only authorized to read several
tables, with any potential malfunctions excepted.

More than 500 checks

Analysis of misconfigurations, vulnerabilities and
critical authorizations for ABAP and JAVA.

Risk assessment
Built-in risk assessment is based on multiple factors
and ability to accept a risk.

Standard compliance
Compliance test for SAP best practices and ISACA
(ITAF) assessment procedure.
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Key Usability Benefits

Extensive knowledgebase
Built-in knowledgebase with detailed information
and recommendations for vulnerability patching.

Design and usability

Modern design and ergonomic GUI developed using
advanced technologies.

Running on multiple platforms.

Multi-user system

Multi-user system with the role access and project
privileges which lies down on any organization
structure.

Cross-platform system

Client server architecture with the thin client based
on Adobe Flex provides scanner management
without installing any additional software using
brovser while multi-platform server engine
developed on JAVA enables operation on any OS.
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Penetration testing is a vision of the system
as seen by an attacker that can help to
demonstrate how it is easy to gain access to
SAP critical data or check the effectiveness
of secure measures implemented.

This service is intended for you:

If your company takes the first steps
on the long way to improve security of
SAP solutions and chooses to explain
to the executive management how it

is important to invest in security by
showing the way an attacker can gain
unauthorized access.

Penetration test helps to find out potential system
breaches which enable an attacker to gain access
to business critical data or exploit vulnerabilities
related to espionage, fraud and sabotage.

Our office staff includes both qualified penetration
testers who assess various software of the largest
companies, and SAP security experts.

The experience shared gives the best results.

If your company determined the
processes of information security
management and implemented the
measures for the system security

control to assess the effectiveness of
these measures.

Looking for a services rendered by the genuine professionals who conduct daily security
research of SAP solutions, who are able to protect you against both the existing threats and the
ones peculiar to your system? Rest assured you have chosen the right company. Our
qualification and innovative approach are backed up by giving talks and presentations on the
research conducted at the key international conferences, such as BlackHat, HackinTheBox,

DeepSEC, Confidence, Troopers, etc.
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SAP Security Assessment To protect the system correctly,
you need to know what to protect against.

We are well aware in details of the way SAP systems are attacked and can help you to analyze your
system effectively for security gaps at both stages of development and production run. We can make

a comprehensive assessment of your system by checking its security at all the levels, from landscape
architecture, network settings and OS configuration to the technicalities of DBMS configuration and different
kinds of SAP components. Significant attention is paid to the security of client workstations (SAP Frontend)
and Web services, what is considered one of the critical but unfortunately less secured element.

The following checks are conducted during the assessment

o Assessment of network settings and landscape architecture;

® Assessment of OS security with SAP components deployed;

o Assessment of DBMS security with SAP components deployed;
o Assessment of SAP NetWeaver security;

® Internal assessment of access control;

o Assessment of SAP components: SAP Message Server, SAP Gateway, SAP Portal, SAP ICM/ITS,
SAP Router, SAP GUI, etc,

o Assessment of change and transport procedures;
o Assessment of ISMS for compliance with ISO/IEC 27001:2005.

Performance
1. List of vulnerabilities and misconfigurations found;
2. Risks related to the exploitation of those vulnerabilities;
3. Detailed recommendations for the vulnerability patching;

4. Security guidelines for the system configuration.

Research center DSecRG participates in the OWASP project, managing OWASP-EAS, a project
dedicated to enterprise application security assessment. The great expertise of the company’s
employees in the information security assessment of the leading companies in Russia, and the
research of enterprise application security conducted by DSecRG enable us to provide high-quality
services in this field.



ABAP and Java Trust but verify. Assessment of the source
Security Code Review code can find backdoors and vulnerabilities
left by developers.

There is still a certain risk of unauthorized access to critical data even in a perfectly configured
system in terms of architecture and the latest security updates in place. It can happen either due to
vulnerabilities looked over by developers or backdoors injected intentionally to the source code of
the ABAP and JAVA components.

Security Assessment of the ABAP code

The ABAP code just like a code in other languages is vulnerable to bugs that enable an attacker to
gain unauthorized access to critical information and change any kind of data in the production system.

These bugs are referred to:
» Buffer Overflow;
® SQL Injections;
® (ross-Site Scripting;
® Directory Traversal;

® Command Injections, etc.

Apart from these bugs it may contain the following vulnerabilities:
o Insufficient Authority Checks;
® (ross-Client Access;
® Generic ABAP Function Calls;

® Hardcoded Authentication Data, etc.
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Security assessment of the JAVA code

Multiple applications for SAP NetWeaver such as SAP Portal are developed in JAVA. These applications
also may contain critical vulnerabilities that enable an attacker to gain unauthorized access to
business critical data.

Among the potential vulnerabilities:
SQL Injections;

Directory Traversal;

Invoker Servlets;

XML Injections;

WEB Services Misconfigurations;

Cross-Site Scripting, etc.

These risks were analyzed by SAP, based on the results there was a document issued describing the
basic requirements for secure application development for SAP on ABAP and JAVA.

We will check the source code of your applications for compliance with these requirements and for
other existing vulnerabilities (not the common ones) which are not less critical, and work out effective
recommendations for their patching.

Performance
1. List of vulnerabilities found in the source code;
2. Risks related to the exploitation of those vulnerabilities;
3. Detailed recommendations for the vulnerability patching;

4. Secure development guidelines.

By now we have published more than 30 advisories of various vulnerabilities in the SAP
components, and more than 100 vulnerabilities are on the SAP waiting list. Each month we get SAP
acknowledgements for the vulnerabilities found at SAP SDN Portal. This has no compares and
proves our qualification in this field.



Company to Partners

We are open to all kinds of opportunities. We are
looking for partnerships with researchers and
distributors of the US and European market.

Our contact information:

E-mail: partnership@erpscan.com
Ph. +44(20)81334493
Skype: erpscan

Company to Careers

We are currently looking for real geeks who want to
join our core team. ERP and SAP security fans ready
to work with us upon our flagship product ERPScan

are also welcome.

Company Info

Erpscan Ltd.

Ph..  +44(20) 8133 4493
WEB: erpscan.com

Email: info@erpscan.com
sales@erpscan.com







